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DISCLAIMER

The information contained in this document is the proprietary information of Telit Communications
S.p.A. and its affiliates (“TELIT"). The contents are confidential and any disclosure to persons other
than the officers, employees, agents or subcontractors of the owner or licensee of this document,
without the prior written consent of Telit, is strictly prohibited.

Telit makes every effort to ensure the quality of the information it makes available. Notwithstanding the
foregoing, Telit does not make any warranty as to the information contained herein, and does not
accept any liability for any injury, loss or damage of any kind incurred by use of or reliance upon the
information.

Telit disclaims any and all responsibility for the application of the devices characterized in this
document, and notes that the application of the device must comply with the safety standards of the
applicable country, and where applicable, with the relevant wiring rules.

Telit reserves the right to make modifications, additions and deletions to this document due to
typographical errors, inaccurate information, or improvements to programs and/or equipment at any
time and without notice. Such changes will, nevertheless be incorporated into new editions of this
application note.

All rights reserved.

© 2008 Telit Communications S.p.A.
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This document is applicable to the following products:

APPLICABLE PRODUCTS

GM862-GPS GM862GPS730-003
GM862-QUAD-PY GM862PYT730-011
GM862-QUAD GM862PYT730-009

Applicable from SW Version:

07.03.x00
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1 Introduction

Telit Firmware Update Service (TFUS) provides a cost-effective, fast, secure and reliable way for
wirelessly reflashing the firmware on mobile devices, ensuring that embedded software is up-to-date
with the latest enhancements and features.

The ability to manage software over-the-air is a necessary requirement for all customers who design
m2m products because of long lifecycles of m2m enabled products. The lifecycle of m2m enabled
applications in the market ranges from 5-10 years. Downloading firmware version updates with new
features represents an important new capability for m2m applications. It does away with the need to
have the device upgraded in the field by technicians, cutting costs and timing of maintenance of the
fielded applications. Such issues typically arise from a network configuration, a network software
upgrade to ,fixing bugs” or the introduction of new additional features into the Telit module required by
the market.

Telit, which has signed a partnership agreement with the worldwide leader of Firmware OTA
technology Red Bend, has integrated its unique vCurrent® Mobile client software for use in its m2m
product portfolio. Telit is therefore able to upgrade its products by transmitting only a delta file, which
represents the difference between one firmware version and another.

Scope of this document is to provide all necessary information about Telit Firmware Update Service
(TFUS), and how to design an application that benefits from this service.

All Telit modules, starting from SW version specified at the beginning of this document, support Over-
the-Air firmware update. Note that this service will be enabled only after signing specific agreement
with Telit.

Customers, who want to benefit from this service, must pass through the Telit certification program,
where Telit will assist the customer in validating the correct implementation of FOTA.
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2 Requirements

Please note that the requirements listed in paragraph 2.1 and alerts in paragraph 2.2 must be fully
respected otherwise the OTA update service is not guaranteed.

2.1 Preliminary Requirements

In order to benefit of Telit's OTA service the following requirements must be fulfilled:

* The SIM needs to have GPRS traffic enabled

* The SIM needs to have enabled internet connection

* The SIM needs to have enabled SMS service also in roaming

» After the upgrade, the PIN insertion must be managed by application

» To perform the upgrade procedure, the application has to confirm the upgrade request

* For every OTA service enabled module, the client has to provide to the Telit OTA Server
Manager the IMEI and the phone number (MSISDN) of the on board SIM

» The GPRS Auto attach flag has to be setto 1

* The GPRS class must not be set to “CC”

2.2 Alerts

Please pay attention on the following module behaviour when you're performing OTA update:
» During the firmware download the module must not be powered off

» During the firmware download the following AT commands are inhibited:
o AT#GPRS

AT#SGACT

AT+CGATT

AT+CGACT

ATD

AT+COPS=2

AT+CFUN=4

(0]
(0]
(0]
(0]
(0]
(0]

P

SRS

o297 e /7 . [
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* The file system will remain unchanged after a firmware upgrade. The NVM stored configuration
will be lost after a firmware upgrade; only the setting regarding the python script enabling will
be kept

The external application or the Python script are r esponsible of restoring the settings made
before the firmware upgrade.

» Every active context, socket, FTP or call will be closed before starting the firmware download

* The OTA server will send class 0, 8 bit SMS to the module. After these are recognized as OTA
SMS, they will be handled and then silently discarded from the module.

Ly 2 =
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3 Description

The OTA operations are based on a SMS protocol. The preliminary SMS based phase is called
Remote Registration and that permits the OTA server to know the association between device IMEI
and phone number of the on board SIM. This operation is necessary only if the client does not provide
to the Telit OTA Server Manager the IMEI and the phone number of the on board SIM.

3.1 Remote Registration

In order to send a SMS containing all the needed information (IMEI, phone number, model, IMSI,
current PLMN) from the module to the OTA server, it is necessary to issue the following AT command:

* AT#OTASNAP=" number”

where number represents the phone number in international format of the OTA server. The OTA
server will respond with a SMS that ends the registration procedure. The SMS scenario is the
following:

OTA Module
Server
Remote Registration

A

Remote Registration Ack

v

When the Remote Registration Ack SMS is received, the following unsolicited result code will be
prompted on the AT command interface:

* #OTAEV: Registered

If, for some reason, the Remote Registration Ack SMS isn't received, then the module will not be
registered and, on every power on, the module will resend automatically the Remote Registration
SMS.

Another way to force the Remote Registration SMS sending when the module isn't registered, is to
give again the #OTASNAP command.

1 : 7 | Lot & W . 4 i il > L e
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If a module is registered and after that the SIM is changed, the module will send automatically the
Remote Registration SMS, because the OTA server needs to be updated with the new information
regarding the SIM (number, IMSI, etc).

3.2 Update

The update operation begins with the Command SMS (containing the FTP server address and
credentials) sent from the OTA server to the module; the following unsolicited result code will be
prompted on the AT interface:

*  #OTAEV: Do you want to upgrade the firmware?

If the client wants to accept this request has to provide a responds in 60 seconds, giving the following
AT command:

« AT#OTASUAN=1
A Command Ack SMS is sent to acknowledge the OTA server about the user response and, in the
same time, the module starts the procedure of downloading the firmware by opening a FTP

connection with the FTP server. When the module starts to download the firmware the following
unsolicited result code will be prompted on the AT interface:

« #OTAEV: Start Fw Download

When the firmware download is terminated, a Command Progress SMS will be sent to the OTA server
and the following unsolicited result code will be prompted on the AT interface:

#OTAEV: Fw Download Complete
At this point the module checks the firmware validity and in case it is successful starts the upgrading
2????: 'end of this phase, the module restarts with the new firmware and the following unsolicited result
code will be prompted on the AT interface:

 #OTAEV: Module Upgraded To New Fw

A Command Final SMS is sent to the OTA Server and, if this operation is successful, the following
unsolicited result code will be prompted on the AT interface:

»  #OTAEV: Server notified about successful FW Upgrade

Now, the procedure is completed.
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In case, at any of above described steps, something goes wrong (the firmware is bad, the ftp
connection opening fails, etc.) a SMS containing the error code will be sent to the OTA server and the
following unsolicited result code will be prompted on the AT interface:

 #OTAEV: OTA Fw Upgrade Failed

Typically the update scenario is the following:

OTA Module

Server
Command

v

Command Ack AT#OTASUAN=1

A

Command Progress

A

Command Final

A

3.2.1 Provisioning

Before the first upgrade a preliminary operation called provisioning will be preformed. This has the
goal to provide the module with the data relating the GPRS network access point, which the module

needs to set up the firmware download.
The OTA server sends the Provisioning SMS to the module and this responds with the Provisioning

Ack SMS. The scenario is the following:

OTA Module

Server
Provisioning

v

Provisioning Ack

A

The following picture shows the AT interface connected to a module that does the below listed
operations:

1. performs a Remote Registration; the current version is 07.02.104-B004
2. performs the provisioning
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receives the request to upgrade the firmware

accepts the request

performs the firmware download

performs the firmware upgrade

reboots after the upgrade with the new firmware 07.02.104-B005
The steps 1 and 2 are performed only once the time.

3.
4.
5.
6.
7.
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3.3 Test

The test operation can be used to simulate the firmware upgrade operation. In this case the upgrade
will not be performed, but only the OTA protocol SMS’s will be exchanged between the OTA server
and the module. The SMS scenario is the same as in the Update process described in 3.2.

3.4 Query

The query operation forces the module to send a SMS to the OTA server containing all the information
concerning the module: IMEI, phone number, model, IMSI, current PLMN. The scenario is the

following:
OTA Module
Server
Query
Query Ack

A

When the module receives the Query SMS, the following unsolicited result code will be prompted on
the AT command interface:

« #OTAEV: Notified

A O e
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3.5 Unsolicited result code disabling

To disable the unsolicited result code #OTAEV, the #OTASUAN AT command is used (the same
command is used also to accept/reject a OTA server request to upgrade the firmware).

#OTASUAN — OTA Set User Answer

AT#OTASUAN= Set command:
[<response>],[<mo a) enables or disables sending of unsolicited result code #OTAEYV that
de>[,<bfr>]] asks the TE to accept or reject the Management Server request to

download a firmware
b) allows the TE to accept or reject the request

Parameters:
<response> - numeric parameter used to accept or reject the download
request
0 — the request is rejected
1 —the request is accepted
2 — the request is delayed indefinitely: the URC is prompted indefinitely
until the request is accepted or reject

<mode> - numeric parameter that controls the processing of unsolicited
result code #OTAEV
0 —buffer unsolicited result codes in the MT; if MT result code buffers is
full, the oldest ones can be discarded. No codes are forwarded to the
TE.
1 —discard unsolicited result codes when MT-TE link is reserved (e.g. in
on-line data mode); otherwise forward them directly to the TE
2 —buffer unsolicited result codes in the MT when MT-TE link is reserved
(e.g. in on-line data mode) and flush them to the TE when MT-TE link
becomes available; otherwise forward them directly to the TE
<bfr> - numeric parameter that controls the effect on buffered codes when
<mode> 1 or 2 is entered
0 — MT buffer of unsolicited result codes #OTAEV is cleared when
<mode> 1 or 2 is entered
1 — MT buffer of unsolicited result codes #OTAEV is flushed to TE when
<mode> 1 or 2 is entered

Note: the following unsolicited result codes and the corresponding events
are defined:

#OTAEV: Do you want to upgrade the firmware?
A management server request to start the firmware upgrade. The user
answer is expected

#OTAEV: Automatic Fw Upgrade Requested
An automatic Fw Upgrade procedure has started
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#OTASUAN — OTA Set User Answer

#OTAEV: Start Fw Download
The firmware download is started

#OTAEV: Fw Download Complete
The firmware download is finished

#OTAEV: OTA Fw Upgrade Failed
The Fw upgrade has failed

#OTAEV: Module Upgraded To New Fw
The Fw upgrade is successfully finished

"#OTAEV: Registered"
The module has registered itself to a server

"#OTAEV: Not registered"
The registration procedure has failed

"#OTAEV: Provisioned"
A server has provisioned the module

"#OTAEV: Notified"
A server has notified the module

#OTAEV: Server notified about successful FW Upgrade
The final SMS is sent to the OTA server notifying the upgrade

AT# OTASUAN? Read command reports the current settings in the format:

#OTASUAN: ,<mode>,<bfr>

AT#OTASUAN =7 Test command returns values supported as a compound value
Example AT#OTASUAN=, 2, 1

XK

AT#OTASUAN?

#OTASUAN: , 2,1

(014

AT#OTASUAN =?

#OTASUAN: (0-1),(0-2),(0-1)

K
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3.6 Hardware lines behaviour

During the upgrade phase the DCD line is alternatively high and low with a period of about 1 second
while the DSR and RTS lines are low.

EA‘& g o BV )
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4 TFUS Certification Program

Customers, who want to benefit from this service, must pass through the Telit certification program,
where Telit will assist the customer in validating the correct implementation of FOTA.

For information regarding how to apply for the Telit Firmware Update Certification Program, please
contact the Telit Technical Support EMEA:

TS-EMEA@telit.com

Ly 2 =
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5 Document Change Log

Revision
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Date
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Changes

First Issue

Updated applicability table

Updated applicable products table

Title changed into the proper name of the service.
Introduction changed

TFUS Certification Program chapter added.




